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How to enable and update the
Adobe Approved Trust List ( AATL )
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How to enable and update the
Adobe Approved Trust List ( AATL)

Adobe Acrobat Reader DC - Windows

Edit :ﬂw indow_Help
Q
STEP 1
Open Adobe Acrobat Pro or Acrobat Reader.
e Windows
Select Edit > Preferences B Take & Snapshot

Check Spelling

e Mac
ACFObat Reader > Preferences Advanced Search
Protection
Accessibility

Manage Tools

Preferences Preferences...

Shift+Ctrl+A

Shift+Ctrl+F

L4

13

Ctrl+K

[_]I

pre

-]

c3
0=

Edit PDF

| Open v|

=

Stamp

| Open v|

B

Export PDF

| Open v|

G

Measure

| Open v|

®

O

Create PDF

| Open v‘

&%

Certificates

| Open v‘

Sign In
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How to enable and update the
Adobe Approved Trust List ( AATL)

Preferences Screen
Categories: Trust Manager
Commenting i PDF File Attachments
Documents ¥| Allow opening of non-PDF file attachments with external applications
Full 5creen
General Restore the default list of allowed and disallowed file attachment types: Restore
Page Display

STE P 2 30 & Multimedia Internet Access from PDF Files outside the web browser
Accessibility Unless explicitly permitted, POF files cannot send information to the Internet.

Adobe Online Services

Email Accounts Change Settings...

Forms
® Select Trust Manager from the Categories list lerity Adtomatc Adobe Approved Trs Lis (AATL updstcs
. . avaScript [¥] Load trusted certificates from an Adobe AATL server —————— heckb i hecked.
box in the Preferences dialogs. - SR

Measuring (20) | Ask before updating Update Mow

Measuring (3D)
Measuring (Geo)

® E nsure t h e “ Load trusted rOOt ce rtiﬁcates Multimedia (legacy) Automatic Europesn Union Trusted Lists (EUTL) updates

Multimedia Trust (legacy) | Load trusted certificates from an Adobe EUTL server

from an Adobe AATL server ” checkbox is Reading R

Reviewing | Ask before updating Update Mow

checked. seach
Security Help
Security (Enhanced)

Signatures
Spelling

Tracker

Trust Manager ———— ~

oK l | Cancel

Adobe Acrobat Reader DC - Windows



How to enable and update the
Adobe Approved Trust List ( AATL)

STEP 3

e (lick the Update Now button under
Automatic Adobe Approved Trust List (AATL)

updates.

Preferences Screen

Categories:

Commenting -
Documents

Full Screen

General

Page Display

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript

m

Language
Measuring (2D0)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

[Trusehionsger |8

Trust Manager
PDF File Attachments

| Allow opening of nen-PDF file attachments with external applications

Restore the default list of allowed and disallowed file attachment types:

Internet Access from PDF Files outside the web browser

Unless explicitly permitted, PDF files cannot send information to the Internet.

Change Settings...

Automatic Adebe Approved Trust List (AATL) updates

| Load trusted certificates from an Adobe AATL server

Update Mow | ———

Automatic European Union Trusted Lists (EUTL) updates

| Ask before updating

| Load trusted certificates from an Adobe EUTL server

| Ask before updating

Help

Adobe Acrobat Reader DC - Windows

Update Mow

Update Now

0K

l | Cancel
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How to verify the Adobe Approved Trust List (AATL)
is updated with Pos Digicert AATL Root CA
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How to verify the Adobe Approved Trust List (AATL)
is updated with Pos Digicert AATL Root CA

Adobe Acrobat Reader DC - Windows

Edit

?Flew Window Help
H

Q

STEP 1

Open Adobe Acrobat Pro or Acrobat Reader.

Deselect All

e Windows
Select Edit > Preferences T Take a Snapshot

Check Spelling

e Mac
ACFObat Reader > Preferences Advanced Search
Protection
Accessibility

Manage Tools

Preferences Preferences...

Shift+Ctrl+A

Shift+Ctrl+F

L4

13

Ctrl+K

Sign

-]

[_]I

pre

-]

c3
0=

Edit PDF

| Open v|

=

Stamp

| Open v|

B

Export PDF

| Open v|

G

Measure

| Open v|

®

O

Create PDF

| Open v‘

&%

Certificates

| Open v‘

Sign In
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How to verify the Adobe Approved Trust List (AATL)
is updated with Pos Digicert AATL Root CA

STEP 2

e Select Signatures from the Categories
list box in the Preferences dialogs.

Signatures

Preferences Screen

Categories:

Commenting
Documents
Full Screen
General
Page Display

3D & Multimedia
Accessibility
Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (2D)
Measuring (30)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling

Tracker

Trust Manager
Units

Digital Signatures

Creation & Appearance

» Control options for signature creation
» Set the appearance of signatures within a document

Verification

= Contral how and when signatures are verified

Identities & Trusted Certificates

» Create and manage identities for signing
» Manage credentials used to trust documents

Document Timestamping

= Cenfigure timestamp server settings

Adobe Acrobat Reader DC - Windows

I

Moare...

Moare...

Moare...

Moare...

-~

] | Cancel
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How to verify the Adobe Approved Trust List (AATL)

is updated with Pos Digicert AATL Root CA

STEP 3

e (Click the More button under
Identities & Trusted Certificates.

Preferences Screen

Categories:

Commenting
Documnents
Full Screen
General
Page Display

3D & Multimedia
Accessibility
Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (20)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling

Tracker

Trust Manager
Units

Digital Signatures

Creation & Appearance

» Control options for signature creation
= Set the appearance of signatures within a document

Verification

» Control how and when signatures are verified

Identities & Trusted Certificates

» Create and manage identities for signing

= Manage credentials used to trust documents More

Document Timestamping

» Configure timestamp server settings

Adobe Acrobat Reader DC - Windows

o0l

Mare...

Mare...

More...

Moare...

0

Fad

] | Cancel




How to verify the Adobe Approved Trust List (AATL)
is updated with Pos Digicert AATL Root CA

Digital ID and Trusted Certificates Settings Screen

v Digital IDs / @ Import /= Export LTE/' Certificate Details & Remove

Roaming ID Accour  Name = Certificate Issuer Expires
STE P 4 o ) PortiSign Users CA11 for Qualified ... PertiSign Root CA <security@por...  2027.06.16 07:00:00 £
Digital ID Files Pos Digicert AATL Root CA Pos Digicert AATL Root CA 2038.11.28 08:32:25 7
Windows Digital s POSTA POSTA 2023.02.07 11:06:58 Z
POSTArCA G2 POSTArCA Root 2035.06.27 10:22:52 Z
PKCS#11 Modulesa = POSTArCA Root POSTArCA Root 2037.06.27 09:18:44 Z

L] o
e Select Trusted Certificates from the Trusted * '

Trusted Certificates

Certificates

Digital IDs list box.

Pos Digicert AATL Root CA
Pos Digicert Sdn. Bhd.
. . E Issued by: Pos Digicert AATL Root CA
e Search for Pos Digicert AATL Root CA. Pos Digicert Sdn. Bhd.
Valid from: 201811 28 08:32:25 Z
Valid to: 2038.11.28 08:32:25 Z
Intended usage: Sign Certificate (CA), Sign CRL

Adobe Acrobat Reader DC - Windows
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How to create an Adobe®©
PDF Document



How to create an Adobe®©
PDF Document

STEP 1

Open Microsoft® Word.
Create a document.

Microsoft® Word 2010



How to create an Adobe®©
PDF Document

STEP 2

Save the document as Adobe® PDF.
Save as Type PDF.

Save As

PDF (*pdf)

Save as type

(W]l =

O T e Crcate @ PDF document - M

Home Insert Page Layout References Mailings Review View PDF

= Save

Information about Create a PDF document

D:\noorul\Productization\Create a PDF document.docx

[ Open
[ Close o i
=3 Permissions
_ ..L%E Anyone can open, copy, and change any part of this document.
Protect
Recent Document ~
New

@ Save Az u

@©v|@ b Libraries » Documents »

- | 4 | | Search Documents o

Organize » New folder 4= = @

@ Microsoft Word Word Macro-Enabled Document (*.docm)

- Faverites
Bl Desktop

Word 97-2003 Template (*.dot)
4. Downloads m'_

il Recent Places g e File Web Page (*.mht;*.mhtml)
- Libraries

@ Documents  plain Text (*.bet)
J‘F Music Word XML Document (*.xml}

4 Hide Folders

Word Document (*.docx)

Word 97-2003 Document (*.doc)
Word Template (*.dotx)
Word Macro-Enabled Template (*.dotm)

XP5 Decument (*xps)

Web Page (*.htm;™.html)
Web Page, Filtered (*.htm;*.html)
Rich Text Format (*.rtf)

Word 2003 XML Document (Faxml)
i OpenDocument Text (*.odt)
File name: ywios 6 - 9 Documnent (*.wps)

Save as type: HDﬂcument (*.docx) -
Tags: Add atag

Authers: Mohd Fairuz B. Hasnul

[ Save Thumbnail

Teols - [ Save ] ’ Cancel
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How to digitally sign an Adobe© PDF Document
( Windows )
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How to digitally sign an
Adobe© PDF Document (Windows)

STEP 1

Ensure ST3 token containing the certificate
for signing has been inserted into the
computer’s USB port.

Open the PDF document to be signed
and select Tools.

File Edit View Window Help

Home Tools Create a PDF docu... x

B E Q @ 12 R MO @ w - g P B & ¢

Tools

POS DIGICERT SDN BHD

TO CREATE MICROSOFT WORD DOCUMENT FOR PDF DOCUMENT SIGNING

Adobe Acrobat Reader DC
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How to digitally sign an

Adobe© PDF Document (Windows)

STEP 2

Click Certificates.

Tools

File Edit View Window Help

Home Tools

Search tools

Comment

| Open v|

=

Stamp

| Open v|

Create a PDF docu...

4

Fill & Sign

| Open v|

(]

Measure
| Open | = |

Adobe Acrobat Reader DC

3
O=

Edit PDF

| Open v|

&%

Certificates ———  Certificates

| Open v|
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How to digitally sign an

Adobe© PDF Document (Windows)

STEP 3

Click Digitally Sign.

Click OK when the information
dialog is prompted.

Digitally Sign
File Edit View Window Help
Home Tools Create a PDF docu.. X
8 = Q © 2 NDOO w- K T B L&

I Certificates

Information
dialog is prompted.

Acrobat Reader

&% Digitally Sign [ Time Stamp

POS DIGICERT SDN BHD

TO CREATE MICROSOFT WORD DOCUMENT FOR PDF DOCUMENT SIGNING

Adobe Acrobat Reader DC

Using your mouse, click and drag to draw the area where you would like the
signature to appear. Once you finish dragging cut the desired area, you will be
taken to the next step of the signing process.

[T Do not show this message again

Ok
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How to digitally sign an

Adobe© PDF Document (Windows)

STEP 4

Drag to draw the desired area

where you would like the
signature to appear.

Area the signature
to appear.

File Edit View Window Help

Home Tools Create a PDF docu... X
CTI‘B B O\ @ 1 /2 [ 3 @ @ @ 141% ~ ﬁ - %‘ E
I Certificates [?3 Time Stamp

POS DIGICERT SDN BHD

TO CREATE MICROSOFT WORD DOCUMENT FOR PDF DOCUMENT SIGNING

Area where the signature
to be appear

Adobe Acrobat Reader DC

Y2

&
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How to digitally sign an

Adobe© PDF Document (Windows)

STEP 5

Choose the Digital ID to be
used for signing.

Click Continue.

Choose the
Digital ID

Sign with a Digital ID *

Choose the Digital ID that you want to use for signing:

0 (&,

NOORUL HALIMIN BINTI MANS... (Windows Digital ID) View Details
Issued by: Pos Digicert Document Signing, Expires: 2020.03.20

O (84

AATL 03 (Windows Digital ID) View Details
Issued by: Trial Pos Digicert Document ..., Expires: 2019.08.11

( Configure New Digital ID ) ( Cancel )
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How to digitally sign an
Adobe© PDF Document (Windows)

STEP 6

You may create or edit the
appearance of your signature.

Click Sign and save the document

Sign as "NOORUL HALIMIN BINTI MANSOL" X

Appearance Created 2019.04.19 16:25:47 +08... v

Digitally signed by
NOORUL HALIMIN
BINTI MANSOL
Date: 2019.04.19
16:25:48 +08'00"

[J Lock document after signing View Certificate Details

Review document content that may affect signing

_—-—'—-_—.

rt_Dog

- m b
iee  Create a PDF document with signature -
te: | Adobe PDF Files (*.pdf) v‘

save | | cancel |

Sign

Save



How to digitally sign an

Adobe© PDF Document (Windows)

STEP 7

Enter User PIN and click Login.
Verify the signature is valid.

User PIMN Verification l&

ﬁg Please enter your User PIN:

Enter User Pin
User PIN: sssssses and Login

[] Enable soft keyboard

[Change PIN ] [ Login ] ’ Cancel ]

I Certificates é{? Digitally Sign [%9 Time Stamp é’o Validate All Signatures

&a Signed and all signatures are valid.

Verify the
signature

POS DIGICERT SDN BHD

TO CREATE MICROSOFT WORD DOCUMENT FOR PDF DOCUMENT SIGNING

Digitally signed by
NOORUL HALIMIN
BINTI MANSOL
Date: 2019.04.19
16:33:21 +08'00'
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How to digitally sign an Adobe© PDF Document
( Mac)
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How to digitally sign an
Adobe© PDF Document (Mac)

STEP 1

Ensure ST3 token containing the certificate
for signing has been inserted into the
computer’s USB port.

Open the PDF document to be signed
and select Tools.

Tools

Adobe Acrobat Reader DC
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How to digitally sign an

Adobe© PDF Document (Mac)

STEP 2

Click Certificates.

Tools

Home

Q |

Tools AATL Signing.pdf
Comment Fill & Sign
Open ~ Open |~

Send & Track

Open

Stamp

Open |~

Adobe Acrobat Reader DC

AATL Signing.pdf

B

5?
Edit PDF Export PDF
Open ~ Open |~

| P
Lalal &/ /@

Measure Certificates

Open -~ Open

Certificates
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How to digitally sign an

Adobe© PDF Document (Mac)

STEP 3

Click Digitally Sign.

Click OK when the information
dialog is prompted.

Information
dialog is prompted.

Digitally Sign

Adobe Acrobat Reader DC

Acrobat Reader

Using your mouse, click and drag to draw
the area where you would like the signature
to appear. Once you finish dragging out the
desired area, you will be taken to the next
step of the signing process.

Do not show this message again

Ok
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How to digitally sign an
Adobe© PDF Document (Mac)

STEP 4

e Drag to draw the desired area
where you would like the
signature to appear.

Area the signature
to appear.

I Certificates [?3 Time Stamp

POS DIGICERT SDN BHD

AATL PDF DOCUMENT SIGNING

Area where the signature
to be appear

Adobe Acrobat Reader DC
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How to digitally sign an
Adobe© PDF Document (Mac)

STEP 5

e User is required to configure Adobe©
with ST3 Token in order to detect
certificate in ST3 for signing.

e C(lick Configure Digital ID.

Note:
The configuration is required for first time
use only.

Adobe Acrobat Reader DC

Click Configure
Digital ID.
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How to digitally sign an
Adobe© PDF Document (Mac)

STEP 6

e Select Use a Signature
Creation Device.

e (lick Continue.

Adobe Acrobat Reader DC

Use a Signature
Creation Device.



OO0OO0OO0OO0Ce0®00OGOGNOGG

How to digitally sign an
Adobe© PDF Document (Mac)

STEP 7

e C(Click Manage Digital ID.

Manage Digital ID

Use a Signature Creation Device X

Digital 1© hrom hardware
Croation Devices
s smart card and USB
token should be
slomatically avislable for
Ui &8 100G 8 The Sevice
propeny connected.

Follow ™ean stopn or ask
T Gevice marnufacturer for
3LESTANCO N Case
addtony configurston s
reguired

Order a Signature Device from a Partner
Q ¥ you 00 not have a signaiure device, you Can order one from
our partners. Learn More

Downioad & install Drivers

Make sure thaet you have downlcaded and nstalied ol the
Necossary drivers. Viat the wobste of the device manufacturor
e heip.

Make sure that sgnature Cevico I8 properly connected 10 your
computec. Smart card may fegune A roacec

E]Q Connect the Signature Device

( manage Dlgtai 10 ) (" Back )

Adobe Acrobat Reader DC

POS DIGICERT SDN BHD
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How to digitally sign an

Adobe© PDF Document (Mac)

STEP 8

Click PKCS#11 Module.
Click Attach Module.

Qg Os
Roaming 10 Accourt:
Digeal 10 Fies
Kaychain Digtad 10s
ﬂ*ﬂﬂe&l

Trusted Certficates

PKCS#11 Module

Attach Module

Digital 1D and Trusted Cartificate Sott

. ~n
Attach Moduo g Pebesh

Mo Maut. ~ Library Path

Manage PKCS#11 Modules

This is a list of loaded PKCS#11 modules, You can Joad additional modules to gain access to

new cryplographic devices

Adobe Acrobat Reader DC

ngs
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How to digitally sign an

Adobe© PDF Document (Mac)

STEP 9

e (lick Enter
[usr/local/lib/ST3.dylib
at the Library Path.

e (Click OK.

Jusr/local/lib/ST3.dylib

Dightad 103
Noamng 10 Accourt
Dgtal 1D Fles
Yaychan Digtsl D
PRCS#1 | Modules &

Trinted Cortficates

Aok Mode

Nodvie Mangt

Manaj

QY P

~ Lbracy Pasy

Locate a PKCS#11 Module

This is$ Lbrary Pash | fuseiocal AL STS avid

W Cry

- _d
Adobe Acrobat Reader DC

additional modules 1o gain acoess 1o
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How to digitally sign an
Adobe© PDF Document (Mac)

STEP 10

Verify that SecureMetric Technology
module has been added.

Click Close.

Verify

Close

5
Dgts Os

Roarwrg 10 Accourts
Digtad 10 Flen

Koychan Dgtal Os
PRCS#1Y Moduden &

Trusted Cortficaton

Oigital 1D and Trusted Certificate Settings
Attach Mode  Dwiach Mode 03 lebesn

Mocoue Marytacssrer 1D ~ Ubcary Path

SecuraMetric Technciogy San. B Auseeca VS TS oyt

Module Manufacturer ID: SecureMetnic Techaology Sdn., Bhd
Module Description: ST3 PKCS#11 Library.
Library Version: | 20
Cryptoki Version: 2 40
Library Path: fusr/local TivST3 dylib
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How to digitally sign an
Adobe© PDF Document (Mac)

STEP 11

e Choose Digital ID to be used for signing.

e (lick Continue.

Choose the
Digital ID

Continue




How to digitally sign an
Adobe© PDF Document (Mac)

STEP 12

® You may create or edit the appearance of
your signature.

e Enter User PIN and click Sign.

Enter User Pin

H 1 i 1 and Sign
e \erify the signature is valid. g
Signature Validation Status

Signature is VALID, signed by ABDUL KHALIQ BIN ABDUL MANAP <khalig.manap@posdigicert.com.my>.
= The document has not been modified since this signature was applied.
= The document is signed by the current user.

Verify the

signature

Signature Properties...






